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Password Access for Whiteboard Portables

The portables issued as part of the whiteboard project have a number of security
settings enabled which users need to be aware of, namely:

1. The requirement to prompt for a password when the portable resumes operation
after a period of hibernation or standby.

2. Three pre-set user accounts:

. Administrator: Password-protected with full administrative rights.
. Guest: Default user account with restricted rights.
. School: Password-protected with full administrative rights.

3. The “School” account password is blank.

Initial boot up of the portable will see the machine run directly in to the desktop in
the Administrators account. Whilst this account gives full administrative rights after
approximately 8 minutes of inactivity the machine will close down into standby.
When reactivated from standby the security setting (1) above is activated and the
machine requires the insertion of the administrative password to continue. If this is
not known the portable will need to be restarted in order to continue operation.

To avoid this situation the following procedures should be followed:
1. Allow the machine to start as normal and run in to the Administrators desktop.
2. With the mouse select Start> Settings> Control Panel> Users and Passwords.

The following dialogue box and screen will appear:
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Users and Passwords

3. Place a tick in the empty box entitled “Users must enter a user name and
password to use this computer.

4. Click on the Advanced tab to display the following dialogue box screen:
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Users and Passwords

Users  Advanced |

- Certificate Manageameant

LHumﬁtﬁtnpmﬂu:,rMyrmuﬂJ certification

[~ Mdvanced Liter Mansgefsnt
_ Local Users and Groups can be used bo perfonm advanced

user management basks,
Advanced I

Socure Boot Setbings

I It is recommendad that weu require users bo press

g Cirl-alk-Delete before kgging on, This ensures password
securiy and helps protect the sysbem From hanmful
o O AT .

F Beguire users to press Cori=Alk-Delete before logging on.

5. Click on the box within the Secure Boot Settings section. Which will allow users
to select which user they log on as. Then click on Apply.

It is recommended that schools also perform the following steps to add a
second “Administrative” account and change the type of the existing
“School” account.

6. Click on the Users tab to redisplay the first Users and Passwords dialogue box.

7. Click on the Add button. The following dialogue box will be displayed:

file://IC|/pdfiwhiteboard_password.htm (3 of 8) [28/03/2003 15:23:09]



Untitled Document

Add New User E3 f
Type the domain and user name of & usar to give them
parmission bo use this computer,

Lisar name:
Comain;
Browse. ..
Tor continue, dick Nexk,
[ | Cancel

8. Now enter a new User Name of your own choice e.g. ABC123 and click Next.
The following dialogue box will be displayed:

Add Mew User |
Wat beved of acoess do you wank bo grant this user?

i standard user (Poweer Uisers Group)

Lisers can modify the computer and install pragrams,
but cannot read files that belong ko other users.

" Restricted user (Users Group)

Lizers can operate the computer and save documents,
bat cannot install programs or make pokentialhy
damaging changes to the system files and settings.

¢ Other:  |administrators El

Administrators have complete and
unrestriched access to the
cormpasteridomain

< Back Finish I Cancel

9. Ensure that the type of account is set to Administrators, and click Finish.

file:///C|/pdfiwhiteboard_password.htm (4 of 8) [28/03/2003 15:23:09]



Untitled Document

10. From the main Users and Passwords dialogue box click once on the newly
created account name and then click on Set Password. The following dialogue box
will be displayed:

Set Password |

Mew password:

Confirm new passwiord:

(8] Zancel

You will be prompted to enter a password and then re-enter the password. Please
ensure that this password is at least 8 characters long and can be remembered. It
must not be written down. The 8 characters can be a mixture of upper and lower

case and can include numbers. It should not be something that other users can
easily associate with the user name.

11. Then click OK to set the new password.

12. From the main Users and Passwords dialogue box click once on the
“School” account name and then click the Properties button. The following
dialogue box will be displayed.
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School Properties

13. Click on the Group Membership tag and then select Restricted User as the
type of access to grant to this user.
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School Properties 7 x|
General Group Membership I
‘What lewel of access do wou want to grant this user?

" standard user (Power Users Group)

Lizers can modify the computer and install programs, bt
cannok read filss that belong to other users,

% Restricted user (Users Group)

Lizers can operate the computer and save documents,
but canmot install programs or make potentisly damaging
changes bo bhe system files and sethings.

" Other:  [admiustrator: ¥

oK cm-:e!l Appty

14. Then click on OK to complete the change.
15. Now close down all open dialogue boxes and restart Windows 2000.

16. When the machine completes the boot process you should see a log on
dialogue box with a default user of Administrator shown as being the last
successful logged on user.

17. Simply overtype the displayed “Administrator” account name with “School” or
the newly created local Administrators account name [created in (7) above]. Enter
the password and click on OK.

If you have chosen to follow all of the recommendations above the portable will
now have the following accounts enabled:

. Administrator: Password-protected BITC account with full administrative

rights.
. ABC123: Newly created school admin user account with full administrative

rights.
. School: Null-protected main school user account with restricted rights.
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Use of the two local accounts will enable normal use (using School) and the ability
to install new software, printers etc (using the newly created local admin account
e.g. ABC123).

The original Administrative account needs to remain so that Baglan IT Centre
support staff can gain access to the machine in the event of failure or if the local
accounts become deleted or corrupt in some way.
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